
 

 

 

 
  

Your Rights Under GDPR  
 

GDPR has increased your rights of access and control you have over your own personal 
information. There are some occasions when the rights do not apply and the information 
below will help to define when you are able to exercise these new rights.  

 
Right to Be Informed 

When personal information is collected by the University we provide a statement defining 
such thing as what use we will be making of the information, whether we intend to share it, 
etc.  You are likely to have been directed to a Privacy Notice relevant to the information 

being processed by us.  If you have already been supplied with this information you are 
unable to exercise this right, but the University will always point you in the right direction 

to locate relevant guidance. 
 

Right to Rectification 

If you believe that your personal data held by us are not accurate or not complete you can 

request that we correct them. The University may in some circumstances dispute your 

assertions regarding accuracy and may need to investigate further.  We may in such 

instances restrict the processing of such data until we have decided on accuracy.  If we 

have turned down your request for rectification you can ask for the University to put a 

statement on your record making it clear that you dispute the accuracy of the information. 
 
Right to erasure “Right to Be Forgotten” 
The right applies 

 If you provided the information with your consent (The University is solely relying on 
consent as the ‘lawful basis’ for processing) 

 If the data are no longer necessary and the timescale for us to keep records has 
expired (the University uses a Records Retention Schedule to define how long data 
are kept for. This is based on legal citation, historical value or sector best practice) 

 If the data are being unlawfully processed (This relates to instances where we have 
processed data for a purpose we were not entitled to. The University will in most 

circumstances have noticed and ceased processing after a very short time, but this 
right assists you if we miss something) 

 If you successfully object to the data processing under the right to object (see below 

for more details) 
 If we are obliged to erase the data to comply with a legal obligation 

The right does not apply 

 If the data are required for a contract to which you are a party (such as a staff or 

student contract, enrolment, etc) 

 If we need the information to provide a service which is required by law or is 

needed for a legal obligation 

 If we believe that the data are needed for a task in the public interest 

 If the data are required for archiving in the public interest, or for scientific or 

historical research purposes. 

 

Right to restrict processing 

This right applies 

 When you are contesting the accuracy of the data we hold about you and we are 

investigating to verify whether the data are correct or not. 

 



 

  

 If the processing of your data are unlawful but you want the data preserved rather 

than deleted. This may be because you wish to pursue a complaint or legal action.  

In such instances the University will keep the data but will not refer to them other 

than to process any such complaint or action. 

 

Right to object 

You may only exercise the right to object to processing in situations where: 

 The lawful basis for the processing is ‘legitimate interests’ or for the performance of 

a task in the public interest/exercise of official authority. In this case we must stop 

processing your personal data unless we are able to show compelling legitimate 

interest for the processing which override your interests, rights, or freedoms. There 

may also be situations where the data needs to be processed for the establishment, 

exercise or defence of legal claims, in which case we do not need to comply with 

your request. 

 The processing is for the purpose of direct marketing.  

 The processing is for the purposes of scientific or historical research and statistics. If 

the research which we are carrying out is being done as a task in the public interest 

then we do not need to comply with your request to exercise the right to object. 

Further, if the right to object would be likely to render impossible or seriously impair 

the achievement of the research purpose then we do not need to comply with your 

request. 

 

Right to data portability 

The right to data portability only applies if they are data which you have provided to us.  

Additionally, the right only applies if the lawful basis for processing is consent or for the 

performance of a contract and the processing is being carried out by automated means. 

If the criteria for this right are met then the University will, on receipt of such a request, 

provide you with a copy of relevant personal data or transmit your personal data to 

another organisation specified by you. If for technical reasons this proved to not be 

possible we will revert to directly supplying you. Your right would also ensure that we 

supply such data in a structured and commonly used machine readable format but this 

may not necessarily be one that you yourself have requested. 

 

Right to object to automated decision making/profiling 

In some cases, we may be processing your personal data so that we can make decisions 

that will impact you by an automated process (effectively where there is no human 

intervention involved in decisions. We may also be processing your data for profiling 

purposes through automated means.  

We are only allowed to carry out such processing in very narrow circumstances which are 

 When it is necessary for the entry into or the performance of a contract (this will 

include some student data analytics where your interactions with the course are 

profiled to see if you may be someone who could benefit from additional assistance) 

 It is authorised under UK law 

 Based on your explicit and freely given consent 

If we are processing your personal data in this way and it would produce a legal effect 

then this right allows you to ask for human intervention in the decision and an 

explanation of the processes or calculations involved (in as understandable a way as is 

possible).  You may also use this right to challenge decisions made by solely automated 

means.  



 

  

 

Research Data 

The University of Northampton carries out a variety of research projects and there are 

specific considerations as to what happens to such data collected for such purposes.  If 

your personal data has been provided by you so that we can carry out research there are 

exemptions which override the above rights. 

If your personal data are being processed for research purposes, then we do not need to 

comply with requests from you for the following rights: 

 The right of access 

 The right to rectification  

 The right to restrict processing  

 The right to object to processing 

 The right to erasure/to be forgotten (in cases where complying would be likely to 

render impossible or seriously impair the achievement of the research purpose) 

 

The Information Commissioner’s Office provide some useful additional guidance at the 

following web site: https://ico.org.uk/your-data-matters/  
 
  

https://ico.org.uk/your-data-matters/


 

  

 
 

GDPR Rights Request Form 
 

Please read this form carefully and complete it as fully as you can so as not to delay the processing of 

your request. It would be helpful if you could email your completed form and identification to: 

recordsmanager@northampton.ac.uk You are not obliged to use this form but it will speed up the 

processing of your request if you do use it. 

 

Forms can also be posted to the Data Protection Officer, The University of Northampton, Newton 

Building, St George’s Avenue, Northampton, NN2 6JB 

 

Our response to your request will be sent to you by email unless otherwise specified by you.  

 

Personal Details: 

Full name and complete postal address: 

 

 

Telephone number (if you are happy 

for us to contact you by this method): 

 

Email address:  

 

Are you the Data Subject? (please circle): 

Yes: 

Please provide an original bank statement, utility bill or similar to prove address and a copy 

of your passport or driving licence to confirm your identity.  Such ID will be returned once 

we have begun to process your request. If you are a current member of staff or student, a 

copy of your ID card will suffice. 

No: 

Are you acting on behalf of the data subject? If so, complete this form and provide us with 

their written authority and include the ID for the data subject as listed in the box above. 

The University reserves the right to take further steps to confirm that authority has been 

freely given. 

 

Your rights are explained in the document “Your Rights Under GDPR”.  Not all rights are exercisable in 

all circumstances and in some cases the University may not be able to process your request.  In such 

cases we will let you know as soon as possible. 

 
Please indicate by using the table below which Right(s) your request relates to? 

 
Right under GDPR Y/N 

1. Right to be informed  
2. Right of access   
3. Right to rectification  
4. Right to erasure (right to be forgotten)  
5. Right to restrict processing  
6. Right to object   
7. Right to data portability  
8. Right not to be subject to automatic decision making   
9. Right not to be subject to profiling  
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Details of your request: 

Please provide your justification for wishing to invoke your Right, and provide us with additional information to help us to locate 

your personal data, and a date range you wish us to search for, etc. for example: it would help to speed up our response if you 
can tell us the Faculties or Departments it might be held in, named individuals would also help particularly if you are asking the 
University to search for emails; the nature of your current/past relationship with the University (for example 
student/staff/visitor); include your staff or student number as this may also speed up searches (if applicable). There is no legal 
obligation for the University to comply with a request until you supply us with sufficient information to process it. 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 
 

 

Declaration: 

I certify that the information given on this application form is true and accurate, and accept 
the terms laid out. I understand that it is necessary for The University of Northampton to 

confirm identity and it may be necessary for them to obtain more detailed information in order 
to locate the correct personal data. I understand that the legal response period is one month, 

and this will not commence until The University of Northampton is satisfied as to the identity 
of me or the person acting on my behalf. If the request is complex, then I understand the 
University can claim a further additional 2 months to comply after notifying me that this is 

required. 

Signature:  
 

Print name:  

Date:  

 
 
Checklist: 

 Include evidence of your identity (and signed authority documents if you are not the Data Subject). 

 Complete the form accurately and in full (it is your responsibility to provide all the required 

information). 

 Ensure that posted applications have sufficient postal cover on them. 

 


